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SOP2323 – Information Technology Acceptable Usage
Business

1. Purpose
Big Yellow owned Information Technology (IT) Systems exist to assist employees in achieving their day to day tasks. 
2. Scope
This procedure applies to anyone who uses Big Yellow IT Systems. 

3. Procedure
IT Systems consist of any related hardware or software which includes:

· Computers
· Printers
· Installed software

· Network Infrastructure
· All peripherals that maybe used in association with a Computer
Every user of any IT resource shall be required to read and acknowledge and abide by this policy.
All users are responsible for the IT resource(s) that have been provided to them. IT resources must be kept clean, situated in a clean environment and kept safe from theft and harmful or hazardous conditions.

The use of Company IT resources will be monitored and controlled.
All users are encouraged to seek the help and advice of the IT Department for any problems or changes to their IT resource. 
The following are Strictly Prohibited:

· Accessing or storing of pornographic material of any type and sort
· Accessing of gambling sites and internet gaming sites
· Use of Internet Chat Rooms, Communal Chat sites and News Groups of a non-work related nature
· Use of IT resources to hack, password sniff and attack or any other criminal or illegal activities to any other IT resource within or outside of the organization.
Users are prohibited from:

· Creating or storing illegal copies / reproduction of software and any other media. Media piracy is a crime that may lead to prosecution against you under local and international law
· Bringing pirated, illegal copy or illegal re-productions of software and any other media what so ever to your place of work.

The following may not be used during work hours:

· Social Media and Social Networking sites, such as Facebook, MySpace and Twitter

· Social Communication Tools such as Skype, Yahoo and other communication software
· Users are discouraged from making changes to their IT Resource.
The following are discouraged:

· Accessing or storing of any non-work related graphical material including video media, streaming video media, still photography or created graphical imagery
· Accessing or storing of any non-work related audio material including any audio media, streaming audio media and any other wave or sound media
· Making any changes to IT resources including physical changes such as changing hardware components, changing a computers location adding a printer or other peripheral devices
· Install any additional software to your computer
· Making changes to the configuration of your computer, including screen savers, desktops backgrounds and screen resolutions. 

Any misuse of the above may result in the removal of the IT resource either with or without the users knowledge. Networked IT resources such as server and data center disk space should not be used to store such material as these will be periodically checked and cleaned and any such material will be deleted without notification.

E-Mail Usage

E-mail may be used for limited personal use, however it should be noted that this is in consideration of the rules below and other users of the system.
It is strictly prohibited:

· To use emails for the purpose of harassment, stalking, and any other activity which may cause the recipient ill feelings
· To electronically transmit any pornographic material
· To electronically transmit a message impersonating a different user
· To forward or send mass messages (SPAM). Company email groups should be used to email either a department or all users of a site or region.

The following should be noted:

· The electronic transmittal of non-work related graphical and or audio media will be monitored and controlled. Users should limit the use of such electronic transmission to a minimum
· Use of the Archiving facility for email post boxes is encouraged
· Use of email systems with consideration to others and the availability of resources e.g placing attachments in a common area instead of emailing a copy to everyone.
User Account

Every user has a user account which allows access to certain IT resources over the Company network and/or servers.

The user account exists for the user only.

Passwords are required for your account and are created the first time you use your account. Passwords are confidential and it is prohibited to reveal your password to any other person. Care should be taken when making a note of a password.

Failure to enter the correct password three times will cause your account to be locked and become inaccessible. Users must then contact the IT department for password reset and a new password will need to be created by the user.

IT Resource Security

Keeping data and IT resources secure is your responsibility.
Users are required to be familiar with security updates for programs and virus definitions and ensure that updates are implemented when they become available. 

Users must ensure that IT resources are kept safe from physical threats. Should an IT resource be stolen and or tampered with, inform the IT department immediately!
Acknowledgement

I acknowledge and understand that:

· All material created by my Company IT resources is the sole property of the Company

· All data / software / E-mail / programs that reside on my IT resources whether created by me or received by me remain the property of the Company without exception
· Accept that the Company reserves the right to inspect, control and examine anything and everything that resides on my IT resource whether physically connected or internally installed at any time and without reason.

Compliance Failure

I acknowledge and understand that in the event that I fail to comply with any of the above rules relating to this procedure, I will face disciplinary actions and or legal prosecution depending on the severity of the compliance failure.

Employee Acknowledgement:

I acknowledge and understand the IT Acceptable Usage policy and agree to abide by its requirements.

Name:
____________________
Signature:
____________________
Date:
___ / ___ / _______
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